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1 Introduction

JDisc Discovery's Security Add-On extends JDisc Discovery's discovery with network
share discovery and access permission related features:
1. Discovery of Network Shares
Windows computers - the discovery queries all share permissions and maps
them to local / global user and user groups.
Unix/Linux computers running SAMBA

2. Displaying Effective Access Permissions
Specialized reports display all users that can access a network share either

through direct access permissions on the share or indirectly by user group
membership.



2 Share Permissions

The JDisc Discovery Security Add-On discovers all network shares of Windows and

Unix/Linux computers. For Windows computers the discovery queries all access
permissions and maps them to local/global users and user groups.

2.1 Configuration

To discover network shares and share permissions on Windows computers, JDisc

Discovery requires administrative WMI or SMB protocol access.

Enable or disable the "Discover share" option in the Data Collection | Standard tab of

the discovery configuration dialog.

) Discovery Configuration

General | Scope | Directory Dﬂtﬂ UFI Discovery Jobs | Protocols | Topology Jobs | Filters | SSH Keys

Standard | custom | File Collection

User { User Groups
/| Discover user groups
/| Discover users
Ignore
/| Delete users from logged on user history when not logged on for 30 5| dayl(s)
| Find terminal services dients

Discover terminal services dients

Software  Hardware [ Networking

/| Discover applications Discover executable files &) V| Discover disks

/| Discover licenses V| Discover processor /| Discover virtual instances

/| Discover patches | Discover memory

/| Discover services V| Discover video controllers /| Discover managed devices

/| Discover drivers /| Discover cluster /| Discover VMware annotations

/| Discover processes /| Discover wlans &) Discover shEs
V| Use pargs on Sol... &) Identify YLANs by | VLAN id anly -
Dependency Mapping
/| Find dependencies between computers
Discover connected devices
V| Delete inactive dependencies between computers when older than 715 day(s)

Ok Cancel

/| Discover blade enclosure compon. ..

/| Discover attached devices

/| Discover monitors

/| Discover local printers...

/| Discover local scanner

/| Discover card reader

Figure: Enable/Disable Share Discovery




2.2 Shares Per Computer

The Device Details dialog displays network shares in the Networking |Shares tab. The
Shares tab displays all network shares including the share permissions.

[) Device Details for 'tom-laptop3.fritz.box’ o | 6 [ |
Al L= IESIESESIE JICNENE]

Networking | Hardware | Firmware | Software | User | Connections | Virtualization | Custom Attributes | Roles | Groups | Analyze|

| Interfaces | wLANs | wWLAN Access Points | Networks | Shares | snmp System Group|

Fiter:
[] Case sensitive filter

Share Name Description Type Max Connections

Path Trustee Access
ik rve admin L ewindows | ]
c\

cs Def

Disk Drive Admin

D$ Def Disk Drive Admin D\

diciieldacidel Disk Drive Ciltemp ) TOM-LAPTORSILAYER2GROLP « Full contral
£ TOM-LAPTOPS\EVERYONE + Read

33 Defaul share Disk Drive Admin Er\

Pcs Remote IPC 1PC Admin

temp Disk Drive Ci\temp £ TOMLAPTOP3\ADMINISTRATORS « Full contral
72 TOM-LAPTOP 3\ AYER2GROUP « Full control
£} TOM-LAPTOP3\EVERYONE « Full contrel

tmp Disk Drive C:\tmp £ TOM-LAPTOP3|ADMINISTRATORS « Full control
£ TOM-LAPTOP3\EVERYONE « Full contrel

Total 8 shared resources | 1 shared resource selected

Figure: Network Shares per Computer

The Effective Permissions button displays all users that can access the selected share.

% Access permissions can be granted either directly on the share or
indirectly by user group membership.




( 5
D User Permissions for Shared Resource "temp' on "tom-laptop3.fritz box’ ERex

fle=2|8DhBBAE|lo|x

Filter:

[] Case sensitive filter

User Name Login User Id Access

ADMINISTRATOR TOM-LAPTOP3\ADMINISTRATOR 5-1-5-21-3679583152-3721118028-2338717090-500  + Full control
EVERYONE TOM-LAPTOP3\EVER YONE 5-1-10 + Full control
tester TOM-LAPTOP3\TESTER. 5-1-5-21-3679583152-3721118028-2338717090-1013  + Full control
' THOMAS TRENZ TOM-LAPTOP3\THOMAS TRENZ 5-1-5-21-3679583152-3721118028-2338717090-1000 + Full control

Total 4 user permissions | 0 user permissions selected

Close

Figure: User Permissions per Shared Resource

2.3 Displaying All Shares

Open the Shares report from the Networking menu to display all devices and networks
shares including their access permissions.

) IDisc Discovery [Enterprise Edition] - THOMAS TRENZ connected to localhast

File Discovery Devices Software [Networking] Users Maps Documents Troubleshootin

V@ w|F )
Discovery Status @
-
Status

y z Discovery
<3; ]
. 3 L
o 3

Devices

Metwark Neighbg| /22!

Concurrent device discoveries | .2
Average duration

IPwd Metworks
IPv6 Metworks
1Pvd Ranges

[= Network Neighborhood

Cennections »

Topology »

VLANE...

WLAN ¥ |evice History I Discover:

Shares

v age uscover g wiu s (345 devices per hour)

Discovery jobs 0 of 0 pending
Manually triggered 0 pending
Devices in database %

Figure: Global Shares Report

To display also administrative shares, check the "Include administrative shares" in the
report's filter panel.
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Inchde sdminarative shares

P addrese Tie Share Name stareTyoe Patn Descrpton Tustee aecess Narufacturer [ B
DiscsERVER SpE8ET \arelnstnce e DiskDrve Ciemo 4 DISCpomain sers + Read
) DISCSERVER \ADMINISTRATORS  Fllcontrol.
DISCSERVER 216817874 Wware Instance s DisDme D:tserverroidersiusers users 2 emoe < Fllconvol
DISCSERVER 1921687874 Wivare nstnce svsioL DiskDrve Cilndonsieysiagysvol Logon srvershare 5 DISCSERVER WDMINISTRATORS 7 Fullcnol
3 s 7 Fullconol
& EveRvOlE =
ISCSERVER B8R Wware Instance Busness Dskome Dilshareusiess 2 DisCpevepnent "
5 DISCSERVER VDMINISTRATORS 7 Fllconvol
2 om 7 Fllconol
& Thomas Tren: <
DISCSERVER. 21681774 Wware Instance Sarerest DiskDrve DilshareTest 3 swrest Tester < Flleonvol
oiscseRriEr 28 IETE Wware Intence Software DiskDrve Driharetoftvare 5 DISCSERVER VDMINISTRATORS + Fullcnol
3 emvone 7 Fllconvol
DISCSERVER 21687874 Ware Tstance nemoson Diskprve CWndonsisysialysvo DISCIoca|SCRITS  Logan severshare 25 DISCSERVERWOMINISTRATORS + Fllenol
3 evervone  Rea
oiscseRiER s2ieETE Ve lntence Prvate Diskorve Dihareprvate 2 DISCSERVER VOMINISTRATORS + Fllcnol
& evmvoe 2 Fllconvol
DISCSERVER 2187 Ware Tstance Everyoneroider  DiskDrve DihreTestEveryoneFader DISCSERVER VDMNISTRATORS + Fllconol
3 evevoe * Fullcnl
oIscsERiER R — Company DiskDrve e — Conpany 2 smrvone + Fllconol
ol fisbor 9218115 Lo =3 DiskDrive G ) TOMAAPTOP3\ADMINISTRATORS + Fllcnol =
2 TOMHAPTOPS| ATERZGROLP. > Fllcnol
& Svoe 2 Fllcnol
wmspoifizbor  S2ESIRLS  Lawp o Diskorve ciome 2 TOMAAPTOPSIADHINISTRATORS + Fllcnwol sosle
3 evmvone 7 Fllconvol
tompop3fibor 192168105 Laptep asssadiel DiskDrve citero 5 TOMLAPTOPS ATERZGROLP + Flleonol hosle
3 evervone

Tota 13 devces |0 devices selected

==

Figure: All Shared Resources

To display all administrative shares, check the "Include
administrative shares" check-box.

2.4 Shared Resources Per User

JDisc Discovery can display all network shares which the selected user has access to.
Select the Effective Permissions context menu item or button to display all network
shares that can be accessed by the selected user.

D All Users e~
- °@|@‘EJ‘§| D|v| ‘ o]

Filter:

s

[ Case sensitive filter

User Hame Login Ststus  User Group Count  Canonical Name 4 Delete
Admin IDISCIADMIN 12 JDISC localjUsers/Admin Logged on Device(s)
Administrator IDISCIADMINISTRATOR 4 JDISC.local User:

Discavery Search Mailbox IDISCISM_BE4521298E 5645889 0 IDISC.localUsers/DiscoverySearchiaibol | Logged on History Device(s)
Exchange Online-ApplicationAccount IDISCISANR 100-UGREHSEMI 1KP 0 IDISC local/Users/Exchange Online-Appli

Guest IDISC\GUEST 0 IDISC local/Users Guast £ User Groups
HealthMailbox 140 1c8e3dd 13466 1bfec 1b700b0a0542  IDISCISM_1003DBB543FB47504 0 IDISC local/Users/HealthMailbox 140 1cBe [m
HealthMailbox79732a72b 1ce450982660481687d2a8b  IDISCISM_CC56FE58DBFA42888 0 IDISC.local Users/h 7973247, 5
HealthMailboxcabs4115ccadafbdachond4a289e688c  IDISCISM_F3D98CE292174EF 72 0 JDISC local/Users/HealthMailboxcab6 411

kar Napp IDISCIKARL NAPP 1 JDISC Jocal/Users/Kar| Napp

labtgt IDISCIKRETGT 1 IDISC.local/Usersfiabtgt

Microsoft Exchange IDISCISM_AES58A IFDADFDA438AB 0 IDI5C local{Users/SystemMaibox{bb558c

Microsoft Exchange IDISCISM_6373830237CF 42685 0 IDISC localUsers/SystemMaibox{eddc ic

Micrasoft Exchange Approval Assistant IDISCISM_FEBSBOASEDBF460FS 0 IDISC. localUsers/SystemMaibox{ tf05a3

Micrasoft Exchange Federation Mailbox IDISCISM_F7B4SDADCD5340249 0 JDISC. localUsers/Federatedemail 4c 14

Micrasoft Exchange Migration IDISCISM_773837 700F6 140979 0 IDISC. localUsers/Migration 8f3e7715-20

Share st. Tester IDISCISHARETESTER 0 JDISC. localfGermany/Development/share|

test tester IDISCITESTER 0 JDISC.local/Germany/Development/test

T

Thomas tt, Tre| 2¢  Delete... 0 IDISC local{Germany /Development/Thom:
Dispaly devices where user is logged on...
Display devices where user is within logged en history...

&5 Display user group memberships...

Effective perlgssmnsm

<[ [ b
Total 19 users | 1 user selected
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Figure: Display network shares per user

The Effective Permissions menu item opens a new report that displays all network
shares that are accessible for the selected user.

1D Shared Resources for user Thomas Trenz UDISC\TTRENZ]
Gl==28nh 8000
Filter:
[ Case sensitive fiter
Name 1P Address Manufacturer  Model Type 05 Version Serial Number Share Name Path Access

192.168.178.81  Microsoft MacBookPro10, 1 Laptop Windons 7Professional  CO2IRIHDKQS diddeldaddel Citemp  Read
temp C:\emp « Full control
tmp Cimp  Full control

tom-aptop3. fitz.box

Total 1 device | 0 devices selected

Figure: Accessible networks shares per user
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3 Open Source

This software includes software developed by various open-source projects and
organizations as listed below. The corresponding files and components are copyright to
the corresponding organization or vendor and all rights reserved. The software files and
components distributed under the open-source licenses are distributed on an "AS IS"
basis, WITHOUT WARRANTY OF ANY KIND, either express or implied. See the
license of the corresponding project for specific rights and limitations under the license.
Depending on the license, any product derived from the products may not be called
with the name of the project nor may the name of the project appear in their name,
without prior written permission. For written permission, please contact the
corresponding project owner by visiting the corresponding project home page as listed
below.

All license files can be found in the installation directory 'Licenses'.

e This product includes software developed by the Apache Foundation
(http://www.apache.org). These are 'Axis', 'Commons Collections', 'Commons
Net', 'CXF', 'log4j', and 'POI', 'Drools', 'log4j'.

e This product includes the 'SBLIM' WBEM implementation
(http://sourceforge.net/projects/sblim/files/sblim-cim-client2/)

e This product includes icons from 'FAMFAMFAM' icon gallery 'SILK'
(http://www.famfamfam.com/lab/icons/silk).

e This product includes Kai Toedter's 'Jcalendar’
(http://www.toedter.com/en/jcalendar/index.html).

e This product includes the JUNG layout library (http://jung.sourceforge.net).

e This product includes the COLT numeric library (http://acs.Ibl.gov/~hoschek/colt).

e This product uses the Postgres database (http://www.postgresqgl.org).
e This product uses SNMP4J (http://www.snmp4j.org).

e This product uses the Ganymed SSH library (http://www.ganymed.ethz.ch/ssh2).
e This product uses the drools rule engine (http:/jboss.org/drools).

e This product uses the janino compiler (http://www.janino.net).

e This product uses Jyhton (http://www.jython.org/Project).

e The product calls the dmidecode binary
(http://www.nongnu.org/dmidecode).
Find the source code in the 'sources' directory.

e This product uses icons from 'Crystal Clear’
(http://commons.wikimedia.org/wiki/Crystal_Clear).

e This product uses the 'PUTTY" ssh client.
e This product uses the dom4j library (http://dom4j.sourceforge.net/dom4j-1.6.1).

e This product uses the Jaxen library (http:/jaxen.org/)
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This product uses the Jcalendar library (http://toedter.com/jcalendar/).

This product uses the Jdom library (http://www.jdom.org/).

This product uses the saxpath library (http://www.saxpath.org/).

This product uses the miglayout library (http://www.miglayout.com/).
This product uses the taskdialog library (https://code.google.com/p/oxbow/).

This product uses the vijava library (http://vijava.sourceforge.net/).

This product uses the dnsjava library (http://www.dnsjava.org/).

This product uses the trove library (http://trove.starlight-systems.com/).
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